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What We’ll Cover 

• Essential elements to consider 

• Conducting a vulnerability audit 

• Identifying and recruiting members 

• Conducting a crisis exercise 
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Essential Elements 
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Leadership 

Experience 

Connection 

Skills 
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Connection. How vital are they/their division to the crisis outcome? For example, if you are facing a threat to your technical operations, your CIO or CTO would be an essential member.
 
Skills. What skills do you need to bring to the team for it to function well? Typically, I would choose the HR Director or Chief Talent Officer, CIO/CTO, CCO and Legal Counsel, keeping the team to a maximum of five or six. The skills you will need depend on the crisis you face, and the selection will have a considerable impact on the outcome. Choose wisely.

 
Leadership. The most effective crisis team I have worked on had a chair appointed by the CEO to represent him and to report back. Having an independent chair to help negotiate and move the discussion along while considering all options can be essential to a positive outcome.


Experience. Are there staff who have had previous crisis experience? If so, you may want to have them on the team to help guide and advise the chair. They can serve as an auxiliary member and not as part of the official crisis team.√



Case Study 
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Immediate Steps Taken 

1. Tore up existing crisis plan 

2. Assembled a new team to function for 48 hours 

3. Hired external experts to explain tactics 

4. Rewrote plan to prepare for a new threat 

5. Chair appointed by CEO to make immediate decisions 

6. Auxiliary assigned to advise CEO 
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Identifying and Recruiting 
Your Crisis Team 
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Identifying and Recruiting 
 
 
 
1. What type of crisis are you 

facing? 

2. If none, prepare likelihood 
scenarios 

3. Evaluate leadership 
structure and approvals 
process 

• Who will lead the team? 
• Should it be your CEO or 

someone assigned to 
represent? 

• What divisions/teams will 
play a central role? 

• Who will represent 
comms/pr? 

• Is an auxiliary member 
needed? 

Ask Analyze 
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Case Example 

1. Chair appointed by CEO 

2. Chief Technology Officer 

3. Chief Talent Officer 

4. Internal Legal Counsel 

5. Director of Communications 

6. Auxiliary 
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Vulnerability Audit 
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 Identify all external channels and owners 

 Rank your business priorities by importance 

 Determine potential exposure 

 Ask your tech team to monitor access and 
potential risk areas 

 Develop your plan B 
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Case Example 

1. Prepared for all social channels to be taken over 

2. The web site to suffer a denial-of-service attack  

3. Exposure of stakeholder data to the public 
4. Prepared public statements 

5. Developed new channels to launch on crisis 

6. Kept staff informed daily 
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Conducting a Crisis Exercise 
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1. Ensure successful 
response 

2. Changes cultural 
mindset 

3. Experience changes 
capabilities 

4. Discover what is not 
working 

5. Litmus test for your 
dream team 

• Activation 

• Briefing 

• Simulation 
 

How? Why? 
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Activation
Tests ability to:
Receive information about a potential crisis
Assess its impact and determine the response level warranted
Activate the crisis team
Generally conducted off hours�
The Briefing
Provide your team with experience in executing the plan without the pressure of a real-time exercise.

Develop an understanding of the team's role in the overall corporate response.
Test team integration and identify gaps and overlaps in roles.
Identify areas of potential weakness.

The Simulation

Improve the team's ability to handle a real crisis.
Test the team (and plan) under simulated real-time, dynamic crisis conditions.
Identify strengths and weaknesses in the plan and within the team in a tense situation.
Allow the team members to experience the emotional and resource issues of a crisis.	




Case Study 
(The One We Prepared For) 
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